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DETAILED ACTION 

The application of Burton-Krahn, for a "Method and apparatus for providing 
transparent fault tolerance within an application server environment" filed July 3, 2003, 
has been examined. 

Claims 1-9 are presented for examination. 

Information disclosed and listed on PTO 1449 has been considered. 
Claims 1-9 are rejected under 35 USC § 102. 

Claim Rejections - 35 USC § 102 

The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that 
form the basis for the rejections under this section made in this Office action: 
A person shall be entitled to a patent unless - 

(b) the invention was patented or described in a printed publication in this or a foreign country or in public 
use or on sale in this country, more than one year prior to the date of application for patent in the United 
States. 

Claims 1-9 are rejected under 35 U.S.C. 102(b) as being anticipated by 
Holmberg (U.S. Patent No. 6,247,141). 

As per claim 1 , Holmberg discloses an apparatus for providing transparent fault 
tolerance within an application server environment comprising a network of computers 
(col. 3, lines 1 1-16), said apparatus comprising: 

a. a first server designated as a master server (Fig. 1 , element 1 01) for storing 
and operating a first operating system program (Fig. 1, element 103) communicating by 
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system calls with a first server application program and a first fail over protection 
program (Fig. 2, element 215) 

said first server designated as a master server connected to a computer network 
and having a network address (col. 3, lines 23-27) said first server having a first initial 
state (col. 7, lines 13-18), a first application state and a first network connection state 
(col. 8, lines 43-46) 

b. a second server designated as a back-up server (Fig. 1, element 107) for 
storing and operating a second operating system program (Fig. 1, element 105) 
communicating by system calls with a second server application program and a second 
fail over protection program (Fig. 2, element 215') 

said second operating system program, said second server application program 
and said second fail over protection program identical respectively to said first operating 
system program (col. 4, lines 42-49) 

said first server application program and said first fail over protection program; 
said second server designated as a back-up server connected to said computer 
network; said second server having a second initial state (col. 7, lines 13-18), a second 
application state and a second network connection state (col. 8, lines 43-46) 

c. wherein the first server designated as a master server is operatively connected 
to the second server designated as a back-up server and wherein the first server is in 
continuous communication with said second server so that the first fail over protection 
program is in constant communication with the second fail over protection program and 
further wherein the operation of the first server and second server are synchronized by 
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the first and second fail over protection programs respectively (Fig. 1 , element 209, 
Backup path) 

d. wherein the first and second fail over protection programs include: 

i. means for establishing synchronicity between the first server and the second 
server; ii. means for monitoring synchronicity between the first server and the second 
server; iii. means for detecting non-synchronicity between the first server and the 
second server; (col. 6, lines 58-65) 

iv. means for invoking the first or second fail over protection programs upon 
detection of non-synchronicity between the first and second servers (col. 3, lines 11-16) 

e. wherein said first and second fail over protection programs, when invoked, 
cause a transfer of server operations from a failed server to a non-failed server upon the 
detection of non-synchronicity or non-responsiveness of either server (col. 3, lines 8- 
16), and wherein transfer from failed to non-failed server is totally transparent to the 
client (col. 3, lines 11-16). 

As per claim 2-, Holmberg discloses means for establishing synchronicity 
between the first server and the second server includes means for: 

a. synchronizing the first and second initial state; b. synchronizing the first and 
second application state; and, c. synchronizing the first and second network connection 
state (col. 6, lines 58-65). 
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As per claim 3, Holmberg discloses means for synchronizing the first and second 
application states includes means for intercepting system calls between the first server 
application program and the first operating program (Fig. 2, elements 21 5-, 215' and 
209). 

As per claim 4, Holmberg discloses a method for providing transparent fault 
tolerance within an application server environment comprising a network of computers 
(col. 3, lines 11-16), said method comprising the steps of: 

a. providing a first server (Fig. 1, element 101) for storing and operating a first 
operating system program (Fig. 1, element 103), a first server application program and 
a first fail over protection program (Fig. 2, element 215) 

b. providing a second server (Fig. 1, element 107) for storing and operating a 
second operating system program (Fig. 1, element 105), a second server application 
program and a second fail over protection program (Fig. 2, element 215') 

c. placing said first server in continuous communication with said second server 
(Fig. 1, element 209, Backup path) 

d. designating from the first server and the second server a master server and a 
back-up server (Fig: 1 , elements 1 01 , 1 07) 

e. synchronizing the operation of the master server and the back-up server (col. 
3, lines 29-33) 

f. providing from the network an identical client data stream input simultaneously 
to the master server and the back-up server (col. 4, lines 42-49) wherein: 
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i. the master server and back-up server have the same network address (col. 3, 
lines 23-27) 

ii. the master server and back-up server simultaneously process said identical 
client data stream (Fig. 3) and wherein, 

iii. the master server and the back-up server simultaneously produce a respective 
first and second output data streams (Fig. 3, elements 303, 307); and wherein, 

iv. said first and said second output data streams are identical if the master 
server and the back-up server are operating correctly (col. 4, lines 31-41); 

g. comparing by said first and second fail over protection programs respectively, 
said first output data stream with said second output data stream for divergence from 
identically of the first output data stream from the second output data stream (col. 4, 
lines 31-49); 

h. detecting by said first and second fail over protection programs no divergence 
from identicality of the first output data stream from the second output data stream (col. 
4, lines 31-49). 

As per claim 5, Holmberg discloses steps of: 

a. receiving by said first or second fail over protection programs an indication of 
divergence from identicality of the first output data stream from the second output data 
stream (col. 4, lines 31-49); 
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b. invoking the first or second fail over protection program wherein the backup 
server assumes the duty of the master server without breaking any network connections 
(col. 3, lines 11-16). 

As per claim 6, Holmberg discloses the first and second operating system 
programs and the first and second server application programs are deterministic so that 
when the first and second operating system programs and the first and second server 
application programs receive the same input they will produce the same output (col. 4, 
lines 31-41). 

As per claim 7, Holmberg discloses the step of synchronizing the first master and 
second back-up servers comprises the steps of: 

a. providing to each of the master and back-up operating system programs 
identical executables, configuration files and data files prior to starting the master and 
back-up operating system programs (col. 4, lines 31-49) 

b. synchronizing the operation of the master application server program with the 
back-up application server program so that the master and back-up application server 
programs have an identical internal operating state and so that each of the master and 
back-up application server programs produce an identical first and second data output 
respectively (col. 4, lines 31-49); 

c. synchronizing the network connection state between the master server and 
back-up server application programs and the network (col. 3, lines 29-33). 
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As per claim 8, Holmberg discloses synchronization of the master and back-up 
server application programs comprises the steps of: 

a. providing the master server and the back-up server with identical interfaces to 
the network (col. 4, lines 31-41); 

b. providing in each of the master and back-up servers a system call interceptor 
which will intercept system calls traveling from their respective server application 
systems to their respective operating system programs (Fig. 3) 

c. starting the master and the back-up server application programs (col. 3, lines 
11-16); 

d. synchronizing the result of system calls between master and backup (col. 3, 
lines 23-27). 

As per claim 9, Holmberg discloses synchronizing the network connection state 
between the network and the master and back-up server application programs 
comprises the following steps: 

a. providing identical network addresses to the master and back-up servers (col. 
3, lines 23-27) 

b. providing a simulated network layer within the master server and back-up 
servers (Fig. 3); 

c. providing a client data stream to each of the master server and back-up server 
(Fig. 3, elements 302, 306); 
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d. receiving said client data stream by the master server simulated network layer 
(Fig. 3, element 302); 

e. transmitting the client data stream received by the master server simulated 
network layer to the master server application program (Fig. 3, element 302); 

f. processing the client data stream by the master server application program 
(Fig. 3, element 303); 

g. detecting differences in the master and backup's output (col. 4, lines 31-41) 

h. invoking the first fail over protection program (col. 3, lines 11-16). 

Related Prior Art 

The following prior art is considered to be pertinent to applicant's invention, but 
nor relied upon for claim analysis conducted above. 

Kandasamy et-al. (U.S. Patent No. 5,513,314), "Fault tolerant NFS server system 
and mirroring protocol". 

Duso et al. (U.S. Patent No. 5,987,621), "Hardware and software failover 
services for a file server". 

Dion et al. (U.S. Patent No. 6,163,856), "Method and apparatus for file system 
disaster recovery". 

Conclusion 

Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Elmira Mehrmanesh whose telephone number is (571) 
272-5531. The examiner can normally be reached on 8-5 M-F. 
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If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Robert W. Beausoliel can be reached on (571) 272-3645. The fax phone 
number for the organization where this application or proceeding is assigned is 571- 
273-8300. 

Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). 
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